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Abstract The information society is based on constant access to 

information. The state also performs its tasks with the use of various 

information databases and information resources of unstructured nature. 

These resources include information of personal nature, although, notably, 

personal data is often only a supplementary element, not constituting the 

main resource being the focus of attention of the state. New tools, such as 

big data analysis tools, generate additional obligations in the sphere of 

information security and protection. The author of this paper makes an 

attempt to identify the potential threats and problems related to the use of 

big data tools for the processing of information resources of the state, 

notably, in the context of "incidental" processing of personal data using big 

data methods. The objective is primarily to draw attention to the specific 

risks posed by the loss of control over data by the state and the related 

security implications. 
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1 Introduction 

 

Today’s information society is built upon having constant, secure access to the 

information that is necessary both in professional and private life (Yukins, 2004:668). 

Beyond the search for information, the ability to cope with its overflow and the need to 

select useful connections becomes a challenge (Vertinsky, Rice, 2002). The state 

performs its tasks with the use of various information databases and information resources 

of unstructured nature. These resources contain information of personal nature, although, 

notably, personal data is often only a supplementary element, not constituting the main 

resource being the focus of attention of the state. This situation is well illustrated by the 

examples found within certain national registers run by Polish authorities, e.g. the 

Register of Entrepreneurs of the National Court Register and the register gathering 

information about real properties – the centralised Land and Mortgage Register. There is 

also a noticeable trend in the evolution of the information resources being managed by 

public institutions towards broadening them by tapping into unstructured resources, 

which, more and more often, are created through Internet communication. These 

resources contain personal data processed by the state and its authorities that are often of 

sensitive nature.  

 

Under these conditions, which are necessitated by de facto continuous data analysis, 

information management mechanisms and technologies, including big data analysis, are 

of particular importance. These new tools provide effective support in the implementation 

of tasks in the area of state and national security, generating, however, additional 

obligations in the sphere of security and protection of information (Kurek, 2021: 122).  

 

The author of this paper makes an attempt to identify the potential threats and problems 

related to the use of big data tools for the processing of the information resources of the 

state, in particular, in the context of "incidental" processing of personal data using big 

data methods. The assumption is primarily to draw attention to the specific risks posed 

by the loss of control over data by the state and the related security implications.  

 

2 Big data phenomenon and big data analysis methods  

 

The big data phenomenon is often described as the adoption of new technologies or the 

application of a set of new technical tools that facilitate data collection and mathematical 

analysis using traditional statistical methods, as well as more innovative analytical 

approaches. However, the source literature notes that this view may not fully capture the 

nature of the phenomenon, especially its power and uniqueness (Mayer-Schönberger, 

Padovao, 2016: 318). Big data opens up a new perspective on reality. V. Mayer-

Schönberger and K. Cukier figuratively define big data processes as "enabling data to 

speak" (Mayer-Schönberger, Cukier, 2014: 9), while I.S. Rubinstein perceives the big 

data phenomenon in terms of "steroidally" stimulated data mining processes (Rubinstein, 

2013: 76). There is no consensus among legal commentators on the definition and key 

characteristics of this phenomenon. Certainly, it should be evaluated  dynamically 
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because technological development and new applications significantly affect its 

understanding and distinguish it from other forms of data analysis (Broeders, Schrijvers, 

Sloot, Brakel, Hoog, Hirsch, 2017: 310).  

 

It is common to draw attention to three defining qualities figuratively referred to by 

English language legal commentators as the 3Vs – Volume, Variety and Velocity (Klous, 

Sustainable, 2016: 27-47). Big data volumes are thus characterised by three basic 

qualities. The first one is mass availability of data – collected not only from online 

sources, but also through mobile devices equipped with localisation services and 

numerous data distribution applications, as well as information from objects equipped 

with artificial intelligence (Internet of Things) (Hildebrandt 2012: 45-46). The second 

quality is the use of high speed processing devices and data transfer to achieve cheap and 

efficient data processing. This analysis more and more often additionally uses the cloud 

computing model. The third quality is the use of new computing frameworks to collect 

and analyse massive volumes of data (Rubinstein: 2013: 74). This model can be further 

complemented by a fourth V (Value) referring to data value (Szafranski, 2015: 11).  

 

Big data processes have undoubtedly changed the face of data analysis, certainly 

representing a new model of information management in both business and organisational 

aspects. Indeed, data can be reused for purposes other than the purpose of its original 

collection. Moreover, data value can be increased not only through new collection and 

analysis processes, but also by linking data with data from other sources (Kurek, 2021: 

126). Data mining also facilitates discovery or inference of previously unknown facts and 

patterns from the database.  

 

While in the traditional view, data value was manifested in its collection and single use 

for a specific purpose, big data processes have introduced a revolution, according to 

which the informational value of data is unclear at the time of their collection (Mayer-

Schönberger, Padovao, 2016: 319). 

 

3 Databases in the service of state security  

 

The state and its authorities are the keepers of numerous databases, and most public 

registers are kept in this form. As M. Kiedrowicz noted in his research, in 2015, according 

to various sources, the number of registers and records kept in Poland, ranged from 600 

to 3000. The scope of information that is collected, stored, processed and further made 

available by them is vast (Kiedrowicz, 2015: 30). However, this is mostly structured data. 

It is noted, however, that only 15% of all information produced by humanity is structured 

and suitable for processing using relational database methods and tools. The remaining 

85% constitutes a large 'reservoir of data', whose informational content is undoubtedly 

invaluable, but due to its unstructured nature, is unsuitable for processing in an organised 

manner  (Dygaszewicz, 2015: 49). Its re-analysis and use by public authorities is only 

possible due to the potential of big data technology, which facilitates re-organisation and 
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re-analysis of resources for the purpose of obtaining information, the potential of which 

was not originally envisaged. 

 

The use of big data analysis for the performance of the tasks in the area of state and 

national security is a major challenge currently faced by state authorities. These 

challenges are of both organisational and legal nature. Having regard to the principle of 

legalism, the state authorities may act only within and under the law, therefore, without 

an appropriate legal basis; they may not process data for purposes other than those for 

which they were collected. Moreover, the very process of data collection requires an 

adequate legal basis. Taking into account the fact that in the case of big data processes, 

the purpose of data use is de facto not known at the moment the data comes into 

possession, the processing of big data may pose particular challenges for public 

authorities (Kurek, 2021: 138).  

 

It is, therefore, difficult to organise the protection of information in a preventive manner 

if the way it will be used and linked to other data is not fully known. A key element of 

data and information management policy at the initial stage of the legislator's decision to 

create a relevant resource and database (in particular, one that contains personal 

information) should be proper risk analysis. Such analysis should include both an in-depth 

reflection on the processes connected with processing, safety of collection and sharing of 

data, but also on the security of data sets, so that in case of losing control over given data, 

it cannot be easily used or manipulated.   

 

Structured data aggregated into a relational database pose a huge challenge in the sphere 

of security. It is insufficient from the security point of view to concentrate only on the 

external layer and on securing only entry to the system. Breaching the external security 

protecting against all forms of unauthorised access may be just a matter of proper 

combination of queries to the database and de facto be a security bypass, not a security 

breach. A perfect example is the bypass of security protecting the land and mortgage 

register resource, which took place several years ago. The only real security of this system 

protecting against an automatic takeover of the resource by means of automatic queries 

is the CAPTCHA mechanism, which de facto does not generate protection against 

automated access (Ahn, Blum, Langfords, 2004: 57-60).  

 

4 The casus of re-use of land and mortgage register data 

 

The risks for state security and privacy are perfectly illustrated by the example of re-use 

of the data in the Land and Mortgage Register. An entity having its registered office in 

the Seychelles collected and indexed information from over twenty million land and 

mortgage registers (Gryszczyńska, 2017: 298). This procedure was possible even though, 

theoretically, public access to land and mortgage registers is possible only through one 

search criterion – the land and mortgage register number. The collection of the specified 

resource was not the outcome of obtaining the unique numbers of over twenty million 

land and mortgage registers, nor of breaking the security measures and obtaining data in 



THE PUBLIC DIMENSION OF CYBERSECURITY 

J. Kurek: Challenges for State Security in the Context of Big Data Analysis 

65 

 

 
an illegal manner. The entity that collected the specified information did so by working 

out how the land and mortgage register numbers were constructed.  

 

It should be noted that the register number consists of three predefined elements: a court 

district code (to be selected from a list), a specific number consisting solely of digits and 

a checksum between 0 and 9. Taking into account the limited number of specific numbers 

and knowledge of the two additional elements of the register number, created for the 

purpose of database queries and obtaining information, a list of potential numbers of land 

and mortgage registers was easy to generate. It was therefore relatively easy to extract the 

structured data and re-enter it into databases managed by another entity and to apply 

additional search criteria (e.g. real property address, plot registration number, owner's 

name, existence or not of mortgage encumbrances). This way, through the re-use of public 

information, it was possible to build a system facilitating extraction of information about 

owners of specific real properties or to simply obtain information about mortgage 

encumbrances and the amount of loans with which a given real property has been 

financed. This information could be easily used for criminal purposes and might be an 

excellent source of information for criminals, as noted in available studies on this subject 

(https://www.rp.pl/artykul/988227-Ksiegi-wieczyste--wyciekly-dane-o--16-milionach-

hipotek-w-Polsce.html). 

 

This generates not only the risk for the privacy and security of specific individuals, but 

also for the state and its authorities, which, as one of their key objectives, ensure security 

to its citizens, as well as all persons and property on their territory. Land and mortgage 

registers contain information on the property and possessions of key people in the state. 

The address data provided in the system also facilitate a potential identification of the 

place of residence of the key persons in the state. 

 

Extracting the information in question was not the outcome of a criminal offence or a 

breach of security, nor was it the outcome of unlawful entry into possession of state-

managed information. It was the outcome of security bypass and re-use of public 

information in accordance with the law in force. The structuring of the data only 

facilitated the reprocessing. One could wonder whether in this situation it is possible to 

speak of an abuse of right in the meaning of Article 5 of the Civil Code, i.e. the use of a 

subjective right (the right to re-use public information) contrary to its socio-economic 

purpose or principles of community life. In my opinion, such interpretation is too far-

reaching and de facto annihilates the political objective of the institution of re-use of 

public information.  

 

Of course, the question should be asked whether meeting the objective of openness of 

land and mortgage registers required such a form of access to data and their full 

centralisation, as it was done by the Polish legislator, who decided to fully digitalise and 

centralise public registers. It is worth mentioning the examples from, for instance, 

Germany, where obtaining an extract from the land and mortgage register is done through 

the portal of justice (www.justiz-portal.de). In Germany, data sets were not centralised 

about:blank
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and there is not just one database. The website, referred to above, only contains links to 

the portals maintained in individual states (Länder). Access groups and gradation of 

access rights have also been introduced. For example, unconditional and full access is 

granted to notaries and real estate institutions (insurers, banking institutions, 

administrative offices, courts). For others, access is possible but only upon fulfilment of 

access conditions and, in some cases, upon payment of a symbolic fee.  

 

Perhaps in Poland we should also think of decentralisation of registered data sets, by way 

of consolidation of the same through common links. It is also worth considering whether 

the information should not be managed in the form of a database system or if it would be 

sufficient to make it available in a form aggregated to a closed pdf format with protection 

against copying. One could also set a question if, from a security point of view, the 

procedure for numbering of the register should not be re-established, so that they are 

numbered at random rather than according to a template. Perhaps the difficulty of working 

with such a system and managing such data would not outweigh the gain in information 

security.  

 

It is also worth asking if at least some of the personal data included in the public resource 

should not be anonymised or hidden. From the point of view of security of the conduct of 

legal transactions, information that is truly important is the mortgage collateral, but the 

information about the value of the collateral could be available only to entities having 

legal interest in obtaining such information. Indeed, from the point of view of state 

security, security measures and access levels may play two functions: on the one hand, 

they facilitate the control of information managed by the state, on the other hand, they 

introduce the control of access and make it possible to record the recipients of 

information.  

 

Public access to data in the land and mortgage register also implies the use, in the conduct 

of legal transactions (with the legislator’s consent), of extracts from the register made 

individually in an unauthorised manner. The practice is that extracts from the register are 

made personally by the parties to a legal transaction and attached to the documentation. 

When unauthorised sets of information are created using reprocessed public information, 

there is also a risk that extracts from such private databases will be made and submitted 

instead of extracts from public registers. In the case of such private database systems, the 

consolidation of information and its accuracy is not covered by the public quality 

guarantee in the form of, in the case at hand, the warranty of public credibility of land 

registers.  

 

5 Conclusion  

 

As perfectly illustrated by the example of the processing of land and mortgage register 

data in the Seychelles, unauthorised re-use of personal data by a data controller reveals a 

completely new potential of data abuse. This often implies a serious security risk for 

persons whose data is – even incidentally – processed. Therefore, one should ask if the 
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potential of using big data tools outweighs the threats and challenges for state security 

posed by consolidation and integration of data of various provenance in terms of big data. 

In practice, loss of control over data and security threats do not necessarily result from 

illegal access to information. They are often the result of lawful use of public information 

in the mode of re-use of public information for a purpose other than the purpose of its 

extraction. Hence, when it comes to information management, particularly in the era of 

big data analysis, risk analysis is crucial. This applies across the board to those processes 

where the data potential is unknown to the data controller at the outset. Effective 

information security management requires preventive measures, and, just as in war, the 

greatest success is to defeat the enemy without a fight, so in the case of information 

security the most important issue is to effectively predict and counteract the risks. The 

revealed loopholes in the system, which result from legal regulations, on the one hand, 

and from the possibility to implement them, on the other hand, indicate that the lack of 

risk analysis and adequate data and information processing security may result in the risk 

of losing control over data exceeding the advantages related to the potential of big data 

and data consolidation from various resources.  
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